SETTING UP SINGLE SIGN ON

CLIENT AZURE AD SETUP PROCESS

e Log in to your Microsoft Azure account and select Azure Active Directory from the menu.
e Select App Registrations
e Click on the New registration button to create the app instance
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e Add a name and the supported account types to the application, and at this point you should also add a Redirect URI.
o This should be your website address followed by /ssosp/process
For example, if we set up SSO for www.ededucation.co.uk we would enter https://www.ededucation.co.uk/ssosp/process

Microsoft Azure L Search resources, services, and docs (G+/)

« Home >  App registrations > Register an application

—+ create a resource Register an application
A Home
[Ed Dashboard “Name
*Z All services The user-facing display name for this application (this can be changed later).

EACOIITES ededucation Website Integration v
ESE Al resources !
(%) Resource groups Supported account types
@ App Services Who can use this application or access this API?

“¥> Function . - i .
- 2np (@) Accounts in this organizational directory only (NT Test Org only - Single tenant)

W SQL databases ':' Accounts in any organizational directory (Any Azure AD directory - Multitenant)

Azure Cosmos DB . L . . ) )
() Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

X virtual machines

Help me choose...
@ Load balancers

= Storage accounts

Redirect URI (optional)

4> Virtual networks i
| We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be

B Azure Active Directory changed later, but a value is required for most authentication scenarios.
@ Monitor | Web v | | https://www.ededucation.co.uk/ssosp/process v
‘? Advisor

G Security Center
By proceeding, you agree to the Microsoft Platform Policies [
C’, Cost Management + Billing

E Help + support i


http://www.e4education.co.uk/
https://www.e4education.co.uk/ssosp/process

e Inthe App Registration, select Authentication from the menu.
e Under Advanced settings enter a logout URL.
o This should be your website address followed by /ssosp/logout. For example, if we set up SSO for www.ededucation.co.uk
we would enter https://www.ededucation.co.uk/ssosp/logout.

e Click the Save button at the top.
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e To allow the e4education CMS access to Azure AD, you will need three pieces of information from Azure.
o Application (client) ID
o Directory (tenant) ID.
o Client Secret

e Two of these are found under the Overview section.
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e The third is found under Certificates and secrets.

o You can create a new secret for use in by the website by clicking on New client secret.
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SETTING UP SINGLE SIGN-ON IN YOUR WEBSITE

You will need to have administrator access
on the website to perform this task.

Log in and select
Website> Website Settings
from the admin menu

Select Single Sign-on from the menu
Choose Azure AD as the provider

Enter the Client ID, Tenant ID and Client
Secret from Azure

If you would like to set the Domain for
logging in, add this too.

Save these settings
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EDIT WEBSITE COMMUNICATIONS HELP

SUPERUSER

R Website Stats

@ Website Settings @ ExportData b4l Send Email

» Single Sign-on

Single sign on provider

B Custom Data

What single sign on provider should the website use?

Azure AD

Please specify your Azure AD details.
ClientID

6b83bccd-d9bé-4795-8133-7388be1727c5

Tenant ID?

2 SEO

Course Booking

1430269e-c396-46¢5-a37b-43cF236268d

Client Secret?

0000000000000 0000000000000000000
Comain?
After saving your detalls you can use the '‘Authorise access to Azure

AD' button tc authorise access to Azure AD, whichwill allowthe
website to access your group list

Save



Once you have Saved these settings, you
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Azure AD. Click the button, and follow ™ Data Protection .
through the authorisation process. Authorise access to Azure AD
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N 2ot ot 5 cr
be able to use the Add/Remove Links & Login Page
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You can Enable Single Sign-On by choosing
how you will allow users to login to the website.

=
Once you have made the required changes,

click the Save button again =
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Single Sign-on

SEO
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Enable single sign on

You can enable single sign on by selecting one of the following
options. An SSO provider must have been added for SSO to be
enabled.

Website login and S5O login Enabled

Website login only

Website login and SSO login Enabled
SSO login only

By ticking this checkbox and clicking the button below, you can

revoke all SSO functionality on the website. This change will take

immediate effect

O

Revoke 5SSO functionality

Your changes have been saved successfully.



